
FilingBox SMB
FilingBox SMB is a storage protection solution designed for secure file access management in small and medium-sized businesses. 
FilingBox SMB provides network drives to employee PCs and offers organizational and project folders for file storage, organized by 
company structure and project teams. Additionally, FilingBox SMB allows security levels to be set for files and individual users. If a 
user with a lower security level attempts to access a file with a higher security level, a fake file with read-only attributes is provided 
to block access. Conversely, if a user with a higher security level accesses a file with a lower security level, they are granted access 
to the real file with read/write permissions. Furthermore, even if ransomware or data theft malware runs on employee PCs, the 
secure files within FilingBox remain protected.

User Action-Level Storage Protection Technology is a technique for protecting data from a storage perspective. Similar to how 
traditional network and endpoint protection inspects and blocks malicious requests, User Action-Level Storage Protection 
inspects the way a file opening request is made to the storage. It provides files with read/write attributes, allowing editing only 
through designated methods (e.g., specified opening via Windows Explorer), while all other file opening requests are given read-
only attributes. User Action-Level Storage Protection is optimized for collaborative work environments where different user 
permissions must be applied to individual files.

What is User Action-Level Storage Protection Technology?
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Secure File Storage for Small and Medium-Sized Businesses

FilingBox  FeaturesSMB

A secure storage designed for data protection and security in small and medium-sized businesses.

Protecting Files from 
Ransomware and 

Data Theft Malware

Enhancing data 
continuity due to 

personnel changes and 
on/off boarding
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Set security levels for 
internal confidential files 

to establish secure file 
access management.

Configure internal 
access security for 

customer data stored in 
files.

FilingBox  Usage ExamplesSMB

FilingBox SMB is optimized for SMBs that require both file protection and security. 

It provides an all-in-one solution for file storage, sharing, access control, and malware prevention.

For professionals, there is FilingBox GIGA , and  
for Windows and Linux servers , there is FilingBox MEGA.If FilingBox SMB is a secure 

file storage for companies, 

is there a product available 
for professionals or servers?

Easy Management

FilingBox SMB provides a web 
management console for easy 

account management and folder 
access control settings.

Cloud or Appliance

FilingBox SMB is available as a 
cloud (Docker container) or as an 
appliance. Choose your preferred 

option.

Ransomware Prevention

FilingBox SMB provides data with 
read-only attributes when accessed 
by applications other than Windows 

Explorer.

Data Theft Prevention 

and File Access Security

FilingBox SMB provides a read-only 
fake file when a user with a lower 
security level or any application 

requests to access a file.


Personal & Shared Folders

FilingBox SMB provides personal 
folders for each user and shared 

folders for data sharing.

Team & Project Folders

FilingBox SMB provides team folders 
based on the organizational structure 
and project folders that can be set up 

as needed.

If you want to try FilingBox products, please request a demo at filingbox.com.


